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(2) Whenever a functionality related 
to controlled substance prescription re-
quirements is altered or every two 
years, whichever occurs first. 

(f) The application provider must 
make the audit or certification report 
available to any practitioner or phar-
macy that uses the application or is 
considering use of the application. The 
electronic prescription or pharmacy 
application provider must retain the 
most recent audit or certification re-
sults and retain the results of any 
other audits or certifications of the ap-
plication completed within the pre-
vious two years. 

(g) Except as provided in paragraphs 
(h) and (i) of this section, if the third- 
party auditor or certification organiza-
tion finds that the application does not 
meet one or more of the requirements 
of this part, the application must not 
be used to create, sign, transmit, or 
process electronic controlled substance 
prescriptions. The application provider 
must notify registrants within five 
business days of the issuance of the 
audit or certification report that they 
should not use the application for con-
trolled substance prescriptions. The ap-
plication provider must also notify the 
Administration of the adverse audit or 
certification report and provide the re-
port to the Administration within one 
business day of issuance. 

(h) For electronic prescription appli-
cations, the third-party auditor or cer-
tification organization must make the 
following determinations: 

(1) If the information required in 
§ 1306.05(a) of this chapter, the indica-
tion that the prescription was signed 
as required by § 1311.120(b)(17) or the 
digital signature created by the practi-
tioner’s private key, if transmitted, 
and the number of refills as required by 
§ 1306.22 of this chapter, cannot be con-
sistently and accurately recorded, 
stored, and transmitted, the third- 
party auditor or certification organiza-
tion must indicate that the application 
does not meet the requirements of this 
part. 

(2) If other information required 
under this chapter cannot be consist-
ently and accurately recorded, stored, 
and transmitted, the third-party audi-
tor or certification organization must 
indicate that the application has failed 

to meet the requirements for the spe-
cific information and should not be 
used to create, sign, and transmit pre-
scriptions that require the additional 
information. 

(i) For pharmacy applications, the 
third-party auditor or certification or-
ganization must make the following 
determinations: 

(1) If the information required in 
§ 1306.05(a) of this chapter, the indica-
tion that the prescription was signed 
as required by § 1311.205(b)(6), and the 
number of refills as required by § 1306.22 
of this chapter, cannot be consistently 
and accurately imported, stored, and 
displayed, the third-party auditor or 
certification organization must indi-
cate that the application does not meet 
the requirements of this part. 

(2) If the pharmacy application ac-
cepts prescriptions with the practi-
tioner’s digital signature, the third- 
party auditor or certification organiza-
tion must indicate that the application 
does not meet the requirements of this 
part if the application does not consist-
ently and accurately import, store, and 
verify the digital signature. 

(3) If other information required 
under this chapter cannot be consist-
ently and accurately imported, stored, 
and displayed, the third-party auditor 
or certification organization must indi-
cate that the application has failed to 
meet the requirements for the specific 
information and should not be used to 
process electronic prescriptions that 
require the additional information. 

§ 1311.302 Additional application pro-
vider requirements. 

(a) If an application provider identi-
fies or is made aware of any issue with 
its application that make the applica-
tion non-compliant with the require-
ments of this part, the application pro-
vider must notify practitioners or 
pharmacies that use the application as 
soon as feasible, but no later than five 
business days after discovery, that the 
application should not be used to issue 
or process electronic controlled sub-
stance prescriptions. 

(b) When providing practitioners or 
pharmacies with updates to any issue 
that makes the application non-com-
pliant with the requirements of this 
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part, the application provider must in-
dicate that the updates must be in-
stalled before the practitioner or phar-
macy may use the application to issue 
or process electronic controlled sub-
stance prescriptions. 

§ 1311.305 Recordkeeping. 

(a) If a prescription is created, 
signed, transmitted, and received elec-
tronically, all records related to that 
prescription must be retained elec-
tronically. 

(b) Records required by this subpart 
must be maintained electronically for 
two years from the date of their cre-
ation or receipt. This record retention 
requirement shall not pre-empt any 
longer period of retention which may 
be required now or in the future, by 
any other Federal or State law or regu-
lation, applicable to practitioners, 
pharmacists, or pharmacies. 

(c) Records regarding controlled sub-
stances prescriptions must be readily 
retrievable from all other records. 
Electronic records must be easily read-
able or easily rendered into a format 
that a person can read. 

(d) Records required by this part 
must be made available to the Admin-
istration upon request. 

(e) If an application service provider 
ceases to provide an electronic pre-
scription application or an electronic 
pharmacy application or if a registrant 
ceases to use an application service 
provider, the application service pro-
vider must transfer any records subject 
to this part to the registrant in a for-
mat that the registrant’s applications 
are capable of retrieving, displaying, 
and printing in a readable format. 

(f) If a registrant changes application 
providers, the registrant must ensure 
that any records subject to this part 
are migrated to the new application or 
are stored in a format that can be re-
trieved, displayed, and printed in a 
readable format. 

(g) If a registrant transfers its elec-
tronic prescription files to another reg-
istrant, both registrants must ensure 
that the records are migrated to the 
new application or are stored in a for-
mat that can be retrieved, displayed, 
and printed in a readable format. 

(h) Digitally signed prescription 
records must be transferred or mi-
grated with the digital signature. 

PART 1312—IMPORTATION AND 
EXPORTATION OF CONTROLLED 
SUBSTANCES 

Sec. 
1312.01 Scope of part 1312. 
1312.02 Definitions. 

IMPORTATION OF CONTROLLED SUBSTANCES 

1312.11 Requirement of authorization to im-
port. 

1312.12 Application for import permit. 
1312.13 Issuance of import permit. 
1312.14 Distribution of copies of import per-

mit. 
1312.15 Shipments in greater or less amount 

than authorized. 
1312.16 Cancellation of permit; expiration 

date. 
1312.17 Special report from importers. 
1312.18 Contents of import declaration. 
1312.19 Distribution of import declaration. 

EXPORTATION OF CONTROLLED SUBSTANCES 

1312.21 Requirement of authorization to ex-
port. 

1312.22 Application for export permit. 
1312.23 Issuance of export permit. 
1312.24 Distribution of copies of export per-

mit. 
1312.25 Expiration date. 
1312.26 Records required of exporter. 
1312.27 Contents of special controlled sub-

stances invoice. 
1312.28 Distribution of special controlled 

substances invoice. 
1312.29 Domestic release prohibited. 
1312.30 Schedule III, IV, and V non-narcotic 

controlled substances requiring an im-
port and export permit. 

TRANSSHIPMENT AND IN-TRANSIT SHIPMENT OF 
CONTROLLED SUBSTANCES 

1312.31 Schedule I: Application for prior 
written approval. 

1312.32 Schedules II, III, IV: Advance notice. 

HEARINGS 

1312.41 Hearings generally. 
1312.42 Purpose of hearing. 
1312.43 Waiver or modification of rules. 
1312.44 Request for hearing or appearance; 

waiver. 
1312.45 Burden of proof. 
1312.46 Time and place of hearing. 
1312.47 Final order. 

AUTHORITY: 21 U.S.C. 952, 953, 954, 957, 958. 
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